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1
Decision/action requested

Based on the observation made in this document, it is proposed to agree with the SID proposed in S3-221118.
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3
Rationale

During the SA3#106e meeting, it was commented and objected that a preliminary study on the candidate solution “Multiple PDU sessions” is required, to agree on the new Rel-18 SID on UP Security Enhancements [1].
4
Detailed proposal

4.1
Limitations of UP security architecture and design
The Justification clause in [1], details the issue and the need for a study to enhance the UP security mechanism to enrich the system performance while providing more flexibility without lowering the security level. Following are the observations.  

Observation 1 : The SID proposal does not propose to remove/relax the mandatory support of full rate UPIP in the UE. The objective is to use the UPIP more effectively when required.
Observation 2 : Currently the UPIP is optional to be activated at the PDCP layer and the need for UPIP is determined by the network. The proposed SID does not influence the network in determining the security policy. 
Observation 3 : SA3 conclusion for 5G MBS security provides the proposed flexibility by not protecting the MBS traffic at the PDCP layer, as security is handled at the upper layer. Similarly, such flexibility may be required for other verticals (for example, XR application) to avoid redundant integrity protection at multiple layers.
NOTE: If UP encryption is activated at the PDCP layer, then security issues due to clear IP header (for example, tracking using IP address) are mitigated.    
Considering the scenario, where a specific application (for example, XR application) does not require UPIP, but for protection of the application signalling traffic (SIP and/or DNS), the entire PDU session needs to be protected. Therefore, options a) and b) listed below are possible, but a) is inefficient and b) lets down the security level.

Observation 4 : If the network determines that UPIP is not required (based on local policy/configuration) for an application based on its KPIs, then either one of the following inefficient and/or ineffective actions are performed to protect the signalling traffic: 
a. UPIP is activated for the entire PDU session, based on the requirement to apply UPIP for some of the application layer signalling traffic, leading to redundant cryptographic computations and energy inefficiency. 
b. UPIP is deactivated for the entire PDU session, resulting in transmission of application layer signalling traffic without protection, leading to downgrading the security level. 
	Proposal 1: There is a need for flexibility in applying UPIP to avoid disabling the security for all traffic within a PDU session or redundant multi-layer IP protection. 


4.2
Potential solutions
Currently, the following are the potential solutions to introduce the flexibility in applying security at PDCP layer: 
i. Multiple PDU sessions for a DNN and NSSAI with different security policy per PDU session
ii. Different security policies for each DRB within a PDU session 
iii. Per-packet security protection (finer than per-DRB)
	Proposal 2: Potential solutions are to be studied and a minimum impact solution is to be selected to have the sought flexibility.


4.3
Study on multiple PDU sessions solution  
The study on multiple PDU sessions for Rel-15 (considering UE’s UPIP capability limitation) is captured in the TR 33.853, Clause 6.1 (Solution #1: Dedicated PDU for UP Signalling message IP) [2]. Based on the study, following are the observations for the need for further study in Rel-18:
Observation 5 : From a security perspective, there is a need for configuration in the network to provision it into the UE for initiation of multiple PDU sessions for the combination (DNN, S-NSSAI).
Observation 6 : It is essential for the network to ensure that multiple PDU sessions are established by the UE for the combination tuple (DNN, S-NSSAI) and then determine the UP security policy for each PDU session.
Observation 7 : It is essential to study from security point of view the need for a mechanism in the UE, to identify the appropriate PDU session for the application packets.
Observation 8 : The limit on the number of PDU sessions to be studied in consultation with other working groups, to identify whether such restriction in the number of PDU sessions will limit the establishment of multiple PDU sessions to satisfy the security requirements. 
	Proposal 3: Based on the above observations (#5 - #8), it is proposed to study “multiple PDU sessions” as one of the potential solutions in Rel-18 to introduce the flexibility proposed in the new SID [1].


5
Conclusion

The following observations were made.
Observation 1 : The SID proposal does not propose to remove/relax the mandatory support of full rate UPIP in the UE. The objective is to use the UPIP more effectively when required.
Observation 2 : Currently the UPIP is optional to be activated at the PDCP layer and the need for UPIP is determined by the network. The proposed SID does not influence any security policy decision made by the network. 
Observation 3 : SA3 conclusion for 5G MBS security provides the proposed flexibility by not protecting the MBS traffic at the PDCP layer, as security is handled at the upper layer. Similarly, such flexibility may be required for other verticals (for example, XR application) to avoid redundant integrity protection at multiple layers.
NOTE: If UP encryption is activated at the PDCP layer, then security issues due to clear IP header (for example, tracking using IP address) are mitigated.    
Observation 4 : If the network determines UPIP is not required (based on local policy/configuration) for an application based on its KPIs, then either one of the following inefficient and/or ineffective actions are performed to protect the signalling traffic: 
a. UPIP is activated for the entire PDU session, based on the mandated to apply UPIP for some of the application layer signalling traffic, leading to redundant cryptographic computations and energy inefficiency. 
b. UPIP is deactivated for the entire PDU session, resulting in transmission of application layer signalling traffic without protection, leading to downgrading the security level. 
Observation 5 : From security prespective, there is a need for configuration in the network to provision it to the UE to initiate multiple PDU sessions for the combination (DNN, S-NSSAI).

Observation 6 : It is essential for the network to ensure that multiple PDU sessions are established by the UE for the combination tuple (DNN, S-NSSAI) and then determine the UP security policy for each PDU session.

Observation 7 : It is essential to study from security point of view the need for a mechanism in the UE, to identify the appropriate PDU session for the application packets.
Observation 8 : The limit on the number of PDU sessions to be studied in consultation with other working groups, to identify whether such restriction in the number of PDU sessions will limit the establishment of multiple PDU sessions to satisfy the security requirements. 
Detailed proposal:

	Proposal 1: There is a need for flexibility in applying UPIP to avoid disabling the security for all traffic within a PDU session or redundant multi-layer IP protection.

Proposal 2: Potential solutions are to be studied and a minimum impact solution is to be selected to have the sought flexibility.

Proposal 3: Based on the above observations (#5 - #8), it is proposed to study “multiple PDU sessions” as one of the potential solutions in Rel-18 to introduce the flexibility proposed in the new SID [1].


